VolP/SMPP traffic sniffer

Break through your data


http://demo.5gfuture.com/logger
http://demo.5gfuture.com/logger

&) Vision Traffic sniffer modules

VoIP traffic sniffer is an umbrella term
for three interconnected features:

. gathers , or
packets in real time and lets users view and
in an easy and convenient way.

. sniffs packets in real time capturing
media, media with Filtering by media IPs or
making and recording of calls
selected by signaling IPs / numbers masks and allows
users to listen to the
. allows you to detect all that

send H.323 setups or SIP invites to the user's switch and
the user in case there are new IPs that are
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What is a signaling log collector?

7 Traffic collector CDR | Signaling logs | Media calls Media conf More... ? _0 7 D 54
¥ ig Cust {[I) 10m 1h 4h 12h 24h 1d-2d 2d-3d GO Share
Export 5g log Import PCAP or 5g log Leg list Call list Call flow
=42294474bd2el1
Capture time, Call ID SRC DST Packet :\
GMT address address data

2015-02-25 20:38:30.753389  42294474bd2e11e4b7:10.20.30.40  10.10.10.10  INVITE sip:151515151515@10.10.10.10;users|_|
2015-02-25 20:38:30.800189  42294474bd2e11e4b7: 10.10.10.10  10.20.30.40  SIP/2.0 100 Trying Via: SIP/2.0/UDP 10.20.3
2015-02-25 20:38:30.834953  427a80fabd2e11e4a64 10.10.10.10 11111111 INVITE sip:151515151515@11.11.11.11;user=
2015-02-25 20:38:30.880189  427a80fabd2e11e4a64 11.11.11.11  10.10.10.10  SIP/2.0 100 Trying v: SIP/2.0/UDP 10.10.10.]
2015-02-25 20:38:30.888081  427a80fabd2e11edabd 11.11.11.11  10.10.10.10  SIP/2 3 Declined v: SIP#2.0/UDP 10.10.1
2015-02-25 20:38:30.888385  427a80fabd2e11e4a64 10.10.10.10 11111111 ACK sip:151515151515@11.11.11. 11 user=ph
2015-02-25 20:38:30.893506  42837502bd2e11e4a6: 10.10.10.10 22.22.22.22 Setup Q.931 { CallReference : 1532 Sender t|
7, CallProceeding Q.931 { CallReference : 153}
ReleaseComplete Q.931 { CallReference : 1}
INVITE sip:151515151515@33.33.33.33;user
SIP/2.0 100 Trying Via: SIP/2.0/UDP 10.10.1
b75800 479c280ebd2e11e4a85b00 = SIP/2.0 183 Progress Via: SIP/2.0/UDP 10.1(
23040 % 16216c3d18@10.10-10.11 SIP72.0 183 Progress Via: SIP/2.0/UDP 10.2{
RTP DST->SRC. First packet. Codecs: G729,
10100010 1| 10.10.10.10 333343 RTP DST->SRC. First packet. Codecs: G729,

11 sec. € audio
1 jump, player, get file

Audiorange: 0 > 11 sec. € audio

play/pause, ctrl-click to jump, player, get file

1G729) E
ying
INVITE (G729) ~—
| |E
. 100 Trying
-
L 183 Progress (G729)
-
gress
RTP (G729) 10.5 sec - 6.1%
(. .................................... -
S sec-6.1%

5IP/2.0 200 OK Via: SIP/2.0/UDP 10.10.10.1(
SIP/2.0 200 OK Via: SIP/2.0/UDP 10.20.30.4(
ACK sip:151516151515@33.33.33.33:5060;us
ACK sip:151515151515@10.10.10.11:5063;us
RTP SRC->DST. First packset. Codecs: G729,
RTP SRC->DST. First packset. Codecs: G729,
BYE sip:151515151515@10.10.10.11:5063:us
S5IP/2.0 200 OK Via: SIP/2.0/UDP 10.20.30.4(
BYE sip:151515151516@33.33.33.33:5060;us
5IP/2.0 200 OK Via: SIP/2.0/UDP 10.10.10.1(
RTP END DST->SRC. Last packet. Codecs:
RTP END DST->SRC. Last packet. Codecs:
RTP END SRC->DST. Last packet. Codecs: =

»
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Key features:

Collection of all , or

packets from the carrier's VoIP/SMS switch
or several switches, the storage period
depends only on the HDD capacity.

ora of
with

Jumping to a
any call/SMS
all legs matched and shown correctly,
including all hunting attempts.

Display of ina
table with possibility to filter packets by
SRC/DST IPs, numbers, call IDs, etc.

Display of contents of packets.

Display of contents of
forming a call/SMS leg or complete
calls/SMSes with all legs.

Display of a as an easy-to-
understand chart.
Call/SMS flow with your partners

via a powerful 5gVision data sharing
mechanism.

Log as .txt or files.



@ Vision

The Call/SMS flow
window presents a
call/SMS as a series
of packet exchanges
between switches.

5gVision parses the packets and
automatically divides the
call/SMS into a number of
legs, taking into account
Call/SMS IDs and IPs involved.
You canviewall the hunting
attempts ofacall/SMSona
single diagram!

IFMedia collector is enabled,
you can see RTP streams and
play media rightin the call
flow window.

From here, you may open a new
Packet viewing window
showing all packets that
comprise a certain leg or a single
packet.

Call/SMS Flows

Lol

479c280ebd2e11e4a85b00
3¢ 1b216c3d18@10.10.10.11

10.10.10.10 33.33.33.33
5060 5060

Audio range: 0 > 11 sec. O audio

play/pause, ctrl-click to jump, player, get file

(‘Share selected ) (Diff) | [l 42294474bd2e11e4b75800
—— T 26 2590d192ea@10.20.30.40
| PCAP selected |
Offset from Offset from | 10.20.30.40 10.10.10.10
first packet prev. packet| 5062 5060
hide media ~ show stats | Audio range: 0 = 11 sec. € audio
wav mp3 mp3-mono play/pause, ctrl-click to jump, player, get file
0.000000 0.000000 INVITE (G729) >
0.046800 0.046800 100 Trying
-
8.690247 8.643447
8.696428 0.006151
10.008785 1.312357
10.011025 0.002240 183 Progress
€
10.085487 0.074452
10.095745 0.010255 RTP (G729) 10.5 sec - 6.1%
10.412427 0.316652
10.414088 0.001661 200 OK (GT729)
-
10.414921 0.000833
10.416149 0.001228 ACK )
11135343 0.719194 RTP (G729) 9.5 sec - 0% >
11323533 0.188190
16.061658 3738125 BYE
==
16.063585 0.001527 200 OK
<

INVITE (G729) >
100 Trying
<
183 Progress (G729)
-
RTP (G729) 10.5 sec - 6.1%
o <LLIE L P TP PR R PP REE
200 OK (G729)
-
ACK
==
RTP (G729) 9.5 sec - 0% >

»

m
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Viewing Packets

Toggle diff mode | | Switch packets |

[-1[+]

U W e

[+)]

13

Second packet by time vs. First packet by time, delta: 0.081564 sec

INVITE sip:151515151515811.11.11.11;user=phone SIP/Z.0

Via: 5IP/2.0/UDP 10.10.10.10:5060;rport;branch=z9hG4bK-427ad348bd2elle4a641001b216c3dl
Via: S5IP/2.0/UDP 10.10.10.11:5060;rport;branch=z%hG4bK-427acd62bd2elle4a641001b216c3dl

Via: S5IP/2.0/UDP 10.10.10.11:5063;rport=5063;branch=z9%hG4bK-427ab4f6bd2elle4a641001b21

From: <sip:171717171717610.10.10.11:5063;user=phone’;tag=42ZkGOFQ75sEESBfhUC+bBBPEAtDGG

To: <s5ip:151515151515811.11.11.11;user=phone>

Call-ID: 427aB0fabd2elle4a641001b216c3d18610.10.10.11

INVITE sip:151515151515@10.10.10.10;user=phone S5IP/2.0

Via: SIP/2.0/UL
From: <sip:1717
To: «<sip:15151%F
Call-ID: 422944
CSeqg: 1 INVITE
Contact: <sip:1
Contact: <sgip:1
Content-Type: &
Allow: ACE, BYE
Max-Forwards: €

User-Agent: T5-

0 Max-Forwards: 7

User-Agent: MEE
Cisco-Guid: 104
Content-Length:
Record-Route: <
Record-Route: <

Content-Length:

| Select all | | Raw log ‘ | Selected packets (1) H Selected legs | | All Iegs|

2015-02-25 20:38:30.753389 === 0.000000 === Leg 1 === SRC->DST =
INVITE sip:151515151515@10.10.10.10,user=phone SIP/2.0

Via: SIP/2.0/UDP 10.20.30.40:5062;rport,branch=z9hG4bK-1886071106-352€
From: <sip:171717171717@10.20.30.40:5062;user=phone>;tag=1111763266
To: <sip:151515151515@10.10.10.10;user=phone>

Call-ID: 42294474bd2e11e4b758002590d192ea@10.20.30.40

CSeq: 1 INVITE

Contact: <sip:171717171717@10.20.30.40:5062;user=phone>

Content-Type: application/sdp

Allow: ACK, BYE, CANCEL, INFO, INVITE, OPTIONS, REFER, REGISTER, |
Max-Forwards: 70

User-Agent: MERA MVTS3G v.4.4.0-16

Cisco-Guid: 1041351716-3173913060-2593287266-1842828445

The packet viewing window presents
ina

form. The amount of information

depends on where and how the

window was invoked: it is possible to

view a ,

pertaining to or the

Additional features include:

e Opening 2 or more packet
windows to
different packets

e Generatea of 2
highlighted signaling packets.

e Disabling or enabling text
formatting to
of the packet.



&) vision Sharing Call/SMS Flow

A Call/SMS Flow chart may be shared using the standard 5gVision sharing mechanism.

I I Il‘ ReleaseComplete I I
INVITE (G729)
(X >
100 Trying
You can send the link below to any outside party if you wish to share 183 Progress {G729)
< 183 Progress the exact data you see on your screen.
Exchange charts, call flows, or tables in a snap with your partners! 1.T.P. {(3729}105 Je5. .6.'3?"1 -
RTP (G729) 10.5 sec -
o GEELEERIIEEE R This link is secure, and only the person having the link would be able to access your data. 200 OK (G129
The info you had on your screen was loaded to a sharing server as a text file. { )
< 200 OK (GT729) A sharing server has no access to your DB. Links are valid for 15 days. More help...
ACK
Select all Check this link >
ACK
RTP (G729) 9.5 sec . https:/flink1.5g-vision.com/Gdhd6gc8nTuBTcl7Tm?link=410-20170427-s mniKPJ0ZoNQwiXGawNdBfnuiJH25ILx]
RTP (G729) 9.5 sec - 0% >
BYE
200 OK
( T ™ T

The Call/SMS Flow window also containsaShare selected button which allows you to share therequired legs
with your partners. Shared links let your partnersee the shared data in the same way asyoudo.

Youmay hide certain legs of a call/SMS and send only the info you want your customers or vendors to see,
providingavery convenient way for your partners to investigate their logs.



&) vision Exporting /Importing Logs

7 Traffic collector CDR | Signaling logs | Media calls Media conf More... @ ¥ 7 [M] &3

)

Y C g Cust (II) 10m 1h 4h 12h 24h 1d-2d 2d-3d GO Share Rows: 29 /21 1-2000 » /' Fetch: 10 100 300 1

Export 5g log Import PCAP or 5g log Leg list Call list Call flow Infa
=42294474bd2e11e4b758002590c]

Capture time, Call ID SRC DST Packet Offset from Offset from Leg Dir Packet{—
GMT address address data first, sec prev, sec size

2015-02-25 20:38:30.753389  42294474bd2e11e4b758002590d192ea§ 10.20.30.40  10.10.10.10  INVITE sip:151515151515@10.10.10.10;user= 0.000000 0.000000 1 src-= 1043 |_
2015-02-25 20:38:30.800189  42294474bd2e11e4b758002590d192eag 10.10.10.10  10.20.30.40  SIP/2.0 100 Trying Via: SIP/2.0/UDP 10.20.3( 0.046800 0.046800 1 <-dst 410
2015-02-25 20:38:30.834953  427a80fabd2e11e4a641001b216c3d18@10.10.10.10 11111111 INVITE sip:151515151515@11.11.11.11;user=; 0.081564 0.034764 2 src-> 1376
2015-02-25 20:38:30.880189  427a80fabd2e11e4a641001b216c3d18@E 1. 111111 10.10.10.10  SIP/2.0 100 Trying v: SIF/2.0/UDP 10.10.10.1 0.126800 0.045236 2 <dst 915
2015-02-25 20:38:30.888081  427a80fabd2e11e4a641001b216c3d18@E 1. 111111 10.10.10.10  SIP/2.0 603 Declined v: SIP/2.0/UDP 10.10.1 0.134692 0.007892 2 <dst 764
2015-02-25 20:38:30.888385  427a80fabd2e11e4a641001b216c3d18@10.10.10.10 M. 11.11.11 ACK sip:151515151515@11.11.11.11;user=phc 0.134996 0.000304 2 src-= 465
2015-02-25 20:38:30.893506  42837502bd2e11e4a643001b216c3d18 10101010 22222222 Setup Q.931 { CallReference : 1532 Sender ty 0140117 0.005121 3 src-= 443

You may logs from 5gVision in two ways:
e as files by selecting in the row count selector and clicking
e as files in a proprietary format (click the button).
Such saved logs can then be easily viewed later by them back to 5gVision

by you, your colleagues, or even your partners if they are using 5gVision.

You may also logs into 5gVision as files or in a Wireshark-readable
format by clicking the button.
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LF) Vision What is a media log collector?

Key features:

. and of media in any commonly used codecs.
e Several modes available:

° collection.
o collection with filtering by media IPs.
o and recording of calls selected by signaling IPs / numbers mask.
e Downloading .
o module is required for Media logging to work.
E = —————
Traffic logs CDR Signaling logs | Media calls | Mediaconf More.. ¢ <& =7 [0 &3
¥/ (C)(E/QY (Cust 1m 10m 1h 4h EZ) 24h 1d-2d 2d-3d | ( GO | (Rows: 41 /41 1-41 » |- Fetch: 10 100 €D 1k 3k 10k | (Audio: wav ([Ji) mp3-mono
Log Capture time, Call D Media dur. Early media Codecs Audio Audio Connect Media Packets ;:q
ID GMT src->DST | src>DST | src=DST play get file detected src=DST
1493284839396512 | 2017-04-27 09:20:39.396512 | 7163039-3702273639- 473 478 PCMA i i i'i i 1 getfile src+dst 2392 |~
1493283130208165 | 2017-04-27 08:52:10.208165 |7023323-3702271930- 39.0 39.0 G729  playpause, ctrl-click to jump, mono, player| getfile src+dst 1951
i o |
1493282538656710 | 2017-04-27 08:42:18.656710 6970065-3702271338- 237 237 G729 "'"'. 2 s getfile src+dst 1187
1493231102750808 | 2017-04-27 08:18:22. 750808 | 6344153-3702269902- getfile dst
1493280190861438  2017-04-27 08:03:10.861438 6760915-3702268990- 338 40 PCMA | playpause, ctrl-click to jump, mono, player| getfile yes  src+dst 3378
4 |
1493280145207421 | 2017-04-27 08:02:25 207421 |6756602-3702268945- 33.0 330 PCMA ™ 'I - IIHII " getfile src+dst 1651
1493270441353934 | 2017-04-27 07:50:41.353034  6500402-3702268241- 20.9 208 G729 playlpause, ctrl-click to jump, mono, player| getfile sro+dst 1044




&) vision Media collector module setup

7 Traffic collector CDR Signaling logs Media calls | Media IPs | More... ? Fedh4 D &3 When yOU have huge traFﬁC and
1
WS OGP L ®Save J{ Cancel " {Rows: 2 your hardware doesn't manage
Restart media sniffer tO process OF all
calls, you can setup collecting
RoWw-. Status Allowed Comment .
D media IPs/nets only for a certain
2| ] 10101010 range of known
1 (] 192.166.100.0/24

Otherwise, you may setup or recording in the table. The table allows you to set
up the addresses and/or to record only the calls that these criteria.
The system will filter the first, figure out the ,and then start recording of the media stream
for the configured callsin a or mode.

7 Traffic collector CDR Signaling logs Media calls | Media conf| More... ? 5?\ 7 E 3.31

W =l ap( (% ( Save /| Cancel Rows: 3

Row-. Status  SRC signaling DST signaling SRC number DST number Min recorded Count Record time Capture each Comment
1D address [ net address [ net pattern pattern calls per hour| conn.  per call, sec of next X calls
3 ) 172.16.0.15 54321 10 ] 60 Next 20 calls
2 ¥ | 10.10.10.10 555 20 60 Next 5 calls

< |[<]

1 [+ 192.168.10.0/24 12345 10 60 Random mode




&) vision Media playback

Recorded calls in playback-ready format are found the table ora . You may playback a call by clicking
the button in the column or in the ontop ofa window. The system
will display the graphical representation of a . Playback is always with IN and OUT streams in different
channels. The connect point is marked with a ,and you may jump through the stream by it.
Each media waveformin a table cell or in a Call flow has a , allowing to open each audio file in a separate
.The lets you play media of separately, as well as view the media stats.
You may also download the file via the link.
R Signaling logs | Media calls | Media conf Mo Ot from | Ot rom [1020.30.40 10100101 [10.10.1010 BBBI
10 100 €D 1k 3k 10k | {Audio: wav () mp: hide media  show stats | Audiorange: 0 > 11 sec. ¥ audio | | Audiorangs: 0 -> 11 sec. C audio
Audio Audio wav mp3 mp3-mono La. a8 o play/pause, ctriclick to jump, player, get file
play get file 0.000000  0.000000 INVITE (GT729) >/

J

_ -~ getfile
bl L - 1

play/pause, ctrli-click to jump, mono, player, getfile

§.69r Fo: !

:‘ | getfile

play/pause, ctrl-click to jump, mono, player, getfile m—m
p Play file

play/pausg Il Pause file m

i

:'I & Reload file A
£y Download file ()
F file
E:> Open in player | << 60 sec. | | << 10 sec. | | Play/pause | | Stop | ‘ >> 10 sec. | | >> 60 sec.
play/pausd B Duration: 119.2 seconds. |file

play/paus e, COFCTCRTO T, TIOe, prayer et file ' N T M



&) vision IP Whitelist module

The module collects all IPs that send or to your
switch, independently of switch CDRs, from raw packets, and in case a number of per hour
occurrences of new IPs that are not in the whitelist , you will
be over notification (a 5gVision Alerting module is required).

This feature might be useful to catch the following intrusions into your VoIP system:

e Intrusion into , by adding authorizations for new IPs. Your own switch
IP:ports remains same, start sending traffic to
existing switch IP:ports.

e Intrusioninto and installation of just another malicious
with your own switch.

e Intrusion into your . A Customer starts sending you traffic that
they potentially wont be able to pay for.



&) vision Collection methods

SoftSwitch nodes SoftSwitch nodes There are 4 main methods of

o e getting signaling and media

packets:

1. Bysettingup amirroring port on
the Ethernet switch the VolP/SMS

direct
tepdump softswitch is connected to and
voip over ssh connecting a 5gVision logging server
to this port.
sraffic File server 2. By allowing 5gVision software to
mrrmrmg .. connect to customer's VolP/SMS
IEHEE @ Vision -pcap files softswitchover SSH withauser
Network switch Traffic collector mmu—— with limited rights to run the

tcpdump remotely and send
packets back to 5gVision over SSH.

cap files _ 3. Byuploadingover SFTP or other
cor':gcrepn_r focally ;jf,f;‘;;gﬁ protocols and processing already
on SoftSwitch nodes collected byyourself .pcap Files.

SoftSwitch nodes SoftSwitch nodes

4. By collecting packetsin.pcap files
using a very simple script on each
node of your VolP/SMS softswitch
and feeding them to 5gVisionover
SFTP or other protocols for
processing.
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@ Vision

Thank you For your time

IF you wish to request demo.5gfuture.com/logger
a fully functional trial www.5gfuture.com
or get more information, support_5gfuture

please contact: sales-team@5gfuture.com


http://demo.5gfuture.com/logger
http://www.5gfuture.com
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