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VoIP traffic  sn i ffer i s  an  um brel l a termVoIP traffic  sn i ffer i s  an  um brel l a term
for th ree interc onnec ted features:for th ree interc onnec ted features:

S ignalling Lo g C o llec to rS ignalling Lo g C o llec to r  gathers S I PS I P , H .323H .323  or
S MP PS MP P  packets in real time and lets users view lo gslo gs  and
c all f lo wsc all f lo ws  in an easy and convenient way.

Med ia C o llec to rMed ia C o llec to r  sniffs packets in real time capturing
f ullf ull  media, p ar t ialp ar t ial  media with filtering by media IPs or
making r and o mr and o m  and o n- d emando n- d emand  recording of calls
selected by signaling IPs / numbers masks and allows
users to listen to the r ec o r d ed  med iar ec o r d ed  med ia .

I P  W hitelist  Mo d uleI P  W hitelist  Mo d ule  allows you to detect all I P sI P s  that
send H.323 setups or SIP invites to the user's switch and
aler taler t  the user in case there are new IPs that are no t inno t in
the whitelistthe whitelist .

Traffic sniffer modules



Key features:Key features:

Collection of all S I PS I P , H .323H .323  or S MP PS MP P
packets from the carrier's VoIP/SMS switch
or several switches, the storage period
depends only on the HDD capacity.

Jumping to a lo glo g  or a c all/ S MS  f lo wc all/ S MS  f lo w of
any call/SMS r ight f r o m the C D Rsr ight f r o m the C D Rs  with
all legs matched and shown correctly,
including all hunting attempts.

Display of r aw c o llec ted  p ac ketsr aw c o llec ted  p ac kets  in a
table with possibility to filter packets by
SRC/DST IPs, numbers, call IDs, etc.

Display of contents of ind iv id ualind iv id ual  packets.

Display of contents of all p ac ketsall p ac kets
forming a call/SMS leg or complete
calls/SMSes with all legs.

Display of a c all/ S MS  f lo wc all/ S MS  f lo w as an easy-to-
understand chart.

Call/SMS flow shar ingshar ing  with your partners
via a powerful 5gVision data sharing
mechanism.

Log exp o r texp o r t  as .txt or .p c ap.p c ap  files.

What is a signaling log collector?



Th e Cal l /SMS fl owTh e Cal l /SMS fl ow
window presents  awindow presents  a
c al l /SMS as  c al l /SMS as  a seriesa series
of pac ket exc h angesof pac ket exc h anges
between switc h es.between switc h es.

5gVision parses the packets and
auto matic ally  d iv id es  theauto matic ally  d iv id es  the
c all/ S MS  into  a numb er  o fc all/ S MS  into  a numb er  o f
legslegs , taking into account
Call/SMS IDs and IPs involved.
You can view all the  huntingall the  hunting
attemp tsattemp ts  of a call/SMS on a
single diagram! 

If Med ia c o llec to rMed ia c o llec to r  is enabled,
you can see RTPRTP  streams and
p lay  med iap lay  med ia  right in the call
flow window. 

From here, you may open a new
P ac ket v iewingP ac ket v iewing  window
showing all packets that
comprise a certain leg or a single
packet.

Call/SMS Flows



The packet viewing window presents
p ac ket c o ntentp ac ket c o ntent  in a textualtextual
form. The amount of information
depends on where and how the
window was invoked: it is possible to
view a s ingle  p ac kets ingle  p ac ket , all p ac ketsall p ac kets
pertaining to selec ted  legsselec ted  legs  or the
who le  c all/ S MSwho le  c all/ S MS . 

Additional features include:

Opening 2 or more packet
windows to c o mp ar ec o mp ar e
different packets s id e- b y -s id e- b y -
s id es id e .

Generate a d if fd if f  of 2
highlighted signaling packets.

Disabling or enabling text
formatting to highlight keyhighlight key
elementselements  of the packet.

Viewing Packets



The C all/ S MS  f lo wC all/ S MS  f lo w window also contains a S har e  selec tedS har e  selec ted  button which allows you to share the r eq uir ed  legsr eq uir ed  legs
with your partners. Shared links let your partner see  the  shar ed  d ata in the  same waysee the shar ed  d ata in the  same way  as you do. 

You may hid e  c er tain legshid e c er tain legs  of a call/SMS and send only the info you want your customers or vendors to see,
providing a ver y  c o nvenient wayver y  c o nvenient way  for your partners to investigate their logs.

A  A  Cal l /SMS Fl owCal l /SMS Fl ow  c h art  m ay be sh ared using th e standard  c h art  m ay be sh ared using th e standard 5gVis ion  sh aring m ec h anism5gVis ion sh aring m ec h anism ..

Sharing Call/SMS Flow



You may exp o r texp o r t  logs from 5gVision in two ways:

as .p c ap.p c ap  files by selecting F ile - P C APF ile - P C AP  in the row count selector and clicking GOGO .

as .txt.txt  files in a proprietary format (click the Exp o r t  5g lo gExp o r t  5g lo g  button).

Such saved logs can then be easily viewed later by I mp o r tingI mp o r ting  them back to 5gVision
by you, your colleagues, or even your partners if they are using 5gVision. 

You may also imp o r timp o r t  logs into 5gVision as .txt.txt  files or in a Wireshark-readable .p c ap.p c ap
format by clicking the I mp o r t  P C AP  o r  5g lo gI mp o r t  P C AP  o r  5g lo g  button.

Exporting / Importing Logs



Key features:Key features:

C ap tur ingC ap tur ing  and p lay b ac kp lay b ac k  of media in any commonly used codecs.

Several modes available:

f ull med iaf ull med ia  collection.

p ar t ial med iap ar tial med ia  collection with filtering by media IPs.

r and o mr and o m  and o n- d emando n- d emand  recording of calls selected by signaling IPs / numbers mask.

Downloading aud io  f ilesaud io  f iles .

S ignaling lo gsS ignaling lo gs  module is required for Media logging to work.

What is a media log collector?



When you have huge traffic, and
your hardware doesn't manage
to process f ull med iaf ull med ia  of all
calls, you can setup collecting
p ar tial med iap ar tial med ia  only for a certain
range of known Med ia I P sMed ia I P s .

Otherwise, you may setup r and o mr and o m  or o n- d emando n- d emand  recording in the Med ia c o nfMed ia c o nf  table. The table allows you to set
up the S RC / D S T s ignaling I PS RC / D S T s ignaling I P  addresses and/or numb er  masksnumb er  masks  to record only the calls that matc hmatc h  these criteria.

The system will filter the s ignaling lo gss ignaling lo gs  first, figure out the med ia I P smed ia I P s , and then start recording of the media stream
for the configured calls in a r and o mr and o m  or next X c allsnext X c alls  mode.

Media collector module setup



Recorded calls in playback-ready format are found the Med ia c allsMed ia c alls  table or a C all f lo wC all f lo w. You may playback a call by clicking
the p lay / p ausep lay / p ause  button in the Aud io  p layAud io  p lay  column or in the Med ia sec tio nMed ia sec tio n  on top of a C all f lo wC all f lo w window. The system
will display the graphical representation of a so und  str eamso und  str eam . Playback is always ster eoster eo  with IN and OUT streams in different
channels. The connect point is marked with a gr een b argr een b ar , and you may jump through the stream by C tr l- c lic kingC tr l- c lic king  it. 

Each media waveform in a table cell or in a Call flow has a Right- c lic k menuRight- c lic k menu , allowing to open each audio file in a separate
p lay erp lay er . The C all f lo wC all f lo w lets you play media of eac h legeac h leg  separately, as well as view the media stats. 

You may also download the file via the get f ileget f ile  link.

Media playback



The I P  whitelistI P  whitelist  module collects all IPs that send H .323 setup sH .323 setup s  or S I P  inv itesS I P  inv ites  to your
switch, independently of switch CDRs, from raw packets, and in case a number of per hour
occurrences of new IPs that are not in the whitelist exc eed s  a p r eset thr esho ldexc eed s  a p r eset thr esho ld , you will
be aler tedaler ted  over email,  S MS  o r  P ushemail,  S MS  o r  P ush  notification (a 5gVision Alerting module is required). 

This feature might be useful to catch the following intrusions into your VoIP system:

Intrusion into y o ur  switc hy o ur  switc h , by adding authorizations for new IPs. Your own switch
IP:ports remains same, new I P s  o f  f r aud ulent c usto mer snew I P s  o f  f r aud ulent c usto mer s  start sending traffic to
existing switch IP:ports.

Intrusion into y o ur  ser ver sy o ur  ser ver s  and installation of just another malicious switc h inswitc h in
p ar alle lp ar alle l  with your own switch.

Intrusion into your C usto mer 's  ser ver sC usto mer 's  ser ver s . A Customer starts sending you traffic that
they potentially wont be able to pay for.

IP Whitelist module



Th ere are 4 m ain  m eth ods ofTh ere are 4 m ain  m eth ods of
getting s ignal ing and m ediagetting s ignal ing and m edia
pac kets:pac kets:

1. By setting up a mir r o r ing p o r tmir r o r ing p o r t  on
the Ethernet switch the VoIP/SMS
softswitch is connected to and
connecting a 5gVision logging server
to this port.

2. By allowing 5gVision software to
connect to customer's VoIP/SMS
softswitch o ver  S S Ho ver  S S H  with a useruser
with limited  r ightswith limited  r ights  to run the
tc p d ump  r emo telytc p d ump  r emo tely  and send
packets back to 5gVision over SSH.

3. By uploading o ver  S F TPo ver  S F TP  or other
protocols and processing already
collected by y o ur self  .p c ap  f ilesy o ur self  .p c ap  f iles .

4. By collecting packets in .p c ap  f iles.p c ap  f iles
using a very simple script on each
node of your VoIP/SMS softswitch
and feeding them to 5gVision o vero ver
S F TPS F TP  or other protocols for
processing.

Collection methods



Thank you for your time

If you wish to request Demo: demo.5gfuture.com/logger

a fully functional trial Web: www.5gfuture.com

or get more information, Skype: support_5gfuture

please contact: Email: sales-team@5gfuture.com
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